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“...30  computer  virtuosos  strategically  located  around 
the  world,  with  a  budget  of  less  than  $10  million,  could 
bring  the  U.S.  to  its  knees.” 

--  Center  for  Strategic  and  International  Studies  (CSIS) 
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In  last  year’s  penetration  testing,  nearly  all  Federal 
agencies  earned  a  grade  of  “D”  or  lower  for  computer 
security  -  DoD  earned  the  oniy  passing  grade. 
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Information  Superiority,  like  information  assurance,  is 
dependent  on  taking  a  large  volume  of  data,  sifting  through  it 
to  gain  key  information,  leading  to  knowledge  that  can  be 
applied  as  understanding. 
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-  Today,  the  US  can  gather  a  vast  amount  of  data  through  a 
variety  of  sources  and  sensors. 

-  Some  of  that  data  can  be  sifted  to  find  the  nuggets  of  key 
information. 

-  A  lesser  amount  is  converted  to  knowledge,  and  even  less 
is  realiy  understood. 
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information  and  indicators  to  foreign 
audiences  to  influence  their  emotions, 
motives,  objective  reasoning,  and  ultimately 
the  behavior  of  foreign  governments, 
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Electronic  Warfare  (EW)  is  any  military  action 
involving  the  use  of  electromagnetic  and  directed 
energy  to  controi  the  eiectromaanetic  spectrum 
or  to  attack  the  enemy.  The  three  major 
subdivisions  within  Eiectronic  Warfare  are: 
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•  Identify  those  actions  that  can  be  observed  by  adversary 
intelligence  systems 

•  Determine  indicators  adversary  intelligence  systems 
might  obtain  that  could  be  interpreted  or  pieced  together 
to  derive  critical  information  in  time  to  be  useful  to 
adversaries 

•  Select  and  execute  measures  that  eliminate  or  reduce  to 

an  acceptable  level  the  vulnerabilities  of  friendly  actions 
to  adversary  exploitation  3.54  , 


CNO  -  Computer  Network  Attack  I 
Computer  Network  Defense  (CND) 
and  Computer  Network  Exploitation 
(CNE)  coiiectiveiy. 
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